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AGENDA	
  

•  Why	
  we	
  are	
  speaking	
  to	
  you	
  today	
  
•  Legal	
  Issues	
  
•  Ethical	
  Issues	
  (and	
  The	
  Menlo	
  Report)	
  

•  Case	
  studies	
  
•  Conclusions	
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FRUSTRATION	
  AND	
  LOATHING	
  

•  “Law	
  enforcement	
  is	
  not	
  doing	
  their	
  job.”	
  
•  “I	
  found	
  a	
  cache	
  of	
  stolen	
  documents	
  and	
  reported	
  it	
  to	
  LE.	
  It’s	
  

been	
  months	
  and	
  nothing	
  has	
  happened	
  and	
  they	
  haven’t	
  told	
  
me	
  anything.”	
  

•  “What’s	
  the	
  result	
  of	
  most	
  botnet	
  takedowns?	
  The	
  botnets	
  are	
  
mostly	
  s[ll	
  up	
  and	
  running	
  and	
  not	
  a	
  single	
  person	
  is	
  in	
  jail.”	
  

"We	
  will	
  con9nue	
  to	
  fight	
  the	
  threat	
  of	
  botnets	
  and	
  the	
  criminals	
  behind	
  
them,"	
  says	
  Davis.	
  "We'll	
  start	
  by	
  dismantling	
  their	
  infrastructure	
  and	
  won't	
  
stop	
  un9l	
  they're	
  standing	
  in	
  front	
  of	
  a	
  judge.”	
  
Chris	
  Davis,	
  CEO	
  for	
  Defence	
  Intelligence	
  (re:	
  Mariposa	
  Botnet)	
  
h9p://security.ulitzer.com/node/1305941	
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We	
  must	
  take	
  risks	
  

•  Understanding	
  fraud	
  (e.g.,	
  spam	
  and	
  phishing)	
  
•  Bots	
  that	
  are	
  ve9ed	
  (“made	
  bot”)	
  
•  New	
  techniques/tac[cs	
  seen	
  daily	
  
•  LE	
  inves9gates	
  and	
  SecOps	
  mi9gate;	
  
they	
  don’t	
  do	
  R&D	
  

•  Sophis[cated	
  
malware	
  frameworks	
  
tomorrow’s	
  biggest	
  
threat	
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SINKHOLE	
  AS	
  A	
  SERVICE?	
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…OR	
  AS	
  SLIPPERY	
  SLOPE?	
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Credible	
  Risk?	
  

7	
  

“A	
  graduate	
  of	
  Jus[ce’s	
  computer	
  crime	
  sec[on	
  once	
  shut	
  down	
  a	
  discussion	
  on	
  this	
  topic	
  by	
  saying,	
  
‘What	
  if	
  you	
  followed	
  the	
  hacker	
  back	
  to	
  a	
  hospital	
  network,	
  and	
  in	
  trying	
  to	
  catch	
  him	
  you	
  shut	
  down	
  
computers	
  in	
  the	
  intensive	
  care	
  unit?	
  That’s	
  a	
  felony	
  murder	
  rap.’”	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Stewart	
  Baker.	
  Is	
  network	
  offense	
  the	
  best	
  network	
  defense?,	
  June	
  2012.	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  h9p://www.volokh.com/2012/06/17/is-­‐network-­‐offense-­‐the-­‐best-­‐network-­‐defense/	
  	
  

Although	
  we	
  could	
  have	
  sent	
  a	
  blank	
  configura[on	
  file	
  to	
  poten[ally	
  remove	
  the	
  web	
  sites	
  currently	
  
targeted	
  by	
  Torpig,	
  we	
  did	
  not	
  do	
  so	
  to	
  avoid	
  unforeseen	
  consequences	
  (e.g.,	
  changing	
  the	
  behavior	
  of	
  
the	
  malware	
  on	
  cri[cal	
  computer	
  systems,	
  such	
  as	
  a	
  server	
  in	
  a	
  hospital).	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  B.	
  Stone-­‐Gross,	
  M.	
  Cova,	
  L.	
  Cavallaro,	
  B.	
  Gilbert,	
  M.	
  Szydlowski,	
  R.	
  Kemmerer,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  C.	
  Kruegel,	
  and	
  G.	
  Vigna.	
  Your	
  Botnet	
  is	
  My	
  Botnet:	
  Analysis	
  of	
  a	
  Botnet	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Takeover.	
  Technical	
  report,	
  University	
  of	
  California,	
  May	
  2009.	
  

See	
  also	
  Himma	
  (2004)	
  (“For	
  example,	
  a	
  set	
  of	
  zombies	
  network	
  could	
  ...	
  have	
  the	
  direct	
  effect	
  of	
  
impairing	
  the	
  performance	
  of	
  the	
  life-­‐support	
  system	
  and	
  hence	
  could	
  result	
  in	
  death	
  of	
  any	
  number	
  
of	
  innocent	
  bystanders”).	
  If	
  such	
  argument	
  is	
  correct,	
  would	
  driving	
  a	
  car	
  be	
  morally	
  wrong	
  because	
  of	
  
a	
  remote	
  probability	
  that	
  the	
  driver	
  can	
  fatally	
  hit	
  somebody?	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  J.	
  Kesan	
  and	
  R.	
  Majuca.	
  Hacking	
  Back:	
  The	
  Op[mal	
  Use	
  of	
  Self-­‐Defense	
  in	
  Cyberspace,	
  March	
  2009.	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Chicago-­‐Kent	
  Law	
  Review,	
  Vol.	
  84,	
  No.	
  3,	
  2010;	
  Illinois	
  Public	
  Law	
  Research	
  Paper	
  No.	
  08-­‐20.	
  Available	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  at	
  SSRN:	
  h9p://ssrn.com/abstract=1363932	
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Credible	
  Risk.	
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Credible	
  Risk.	
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Credible	
  Risk.	
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Objec[ves	
  

•  Enlist	
  the	
  community	
  in	
  defining	
  the	
  
parameters	
  for	
  effec[ve	
  and	
  safe	
  counter-­‐
criminal	
  ac[ons	
  

•  Produce	
  a	
  healthy	
  and	
  open	
  debate	
  of	
  all	
  
aspects	
  of	
  previous	
  botnet	
  takedown	
  ac[ons	
  

•  Experiment	
  with	
  an	
  advisory	
  body	
  to	
  evaluate	
  
risky	
  CS	
  opera[ons	
  before	
  and	
  arer	
  ac[on	
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THE	
  LEGAL	
  ISSUES	
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The	
  Jus[ce	
  System	
  

•  Civil	
  and/or	
  Criminal	
  Process	
  
•  Regula[on	
  (e.g.,	
  CFR	
  in	
  the	
  USA)	
  
•  Code	
  Law	
  vs.	
  Common	
  Law	
  
•  Jus[ce	
  is	
  a	
  “delibera[ve”	
  process	
  

–  Innocent	
  un[l	
  proven	
  guilty	
  
– Cons[tu[onal	
  protec[ons	
  (Bill	
  of	
  Rights)	
  
– The	
  Grand	
  Jury	
  	
  	
  
– MLAT	
  system	
  for	
  trans-­‐na[onal	
  criminal	
  
inves[ga[ons	
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Interna[onal	
  Law	
  

•  Sovereigns	
  
– “Law	
  of	
  War”	
  

–  Interna[onal	
  humanitarian	
  law	
  
– Trea[es	
  and	
  Conven[ons	
  

•  Civilians	
  
– Extradi[on	
  and	
  Dual-­‐criminality	
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Conflicts	
  

•  Civil	
  ac[on	
  vs.	
  Criminal	
  ac[on	
  
•  Interference	
  with	
  a	
  criminal	
  inves[ga[on	
  

•  Collec[ng	
  +	
  selling	
  vic[m	
  informa[on	
  vs.	
  
repor[ng	
  to	
  LE	
  +	
  coopera[ve	
  mi[ga[on	
  
– Misprision	
  of	
  a	
  Felony?	
  (18	
  U.S.C.	
  §	
  4)	
  

	
  “Whoever,	
  having	
  knowledge	
  of	
  the	
  actual	
  commission	
  of	
  a	
  felony	
  cognizable	
  by	
  a	
  
court	
  of	
  the	
  United	
  States,	
  conceals	
  and	
  does	
  not	
  as	
  soon	
  as	
  possible	
  make	
  known	
  the	
  
same	
  to	
  some	
  judge	
  or	
  other	
  person	
  in	
  civil	
  or	
  military	
  authority	
  under	
  the	
  United	
  
States,	
  shall	
  be	
  fined	
  under	
  this	
  [tle	
  or	
  imprisoned	
  not	
  more	
  than	
  three	
  years,	
  or	
  
both.”	
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Last	
  line	
  of	
  
defense?	
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THE	
  ETHICAL	
  ISSUES	
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EXHIBITING	
  INTEGRITY	
  

•  “Integrity,	
  as	
  I	
  define	
  it…”*	
  
1.  Able	
  to	
  discern	
  right	
  from	
  wrong	
  
2.  Ac9ng	
  on	
  what	
  you	
  have	
  discerned,	
  even	
  at	
  personal	
  

cost	
  

3.  Saying	
  openly	
  that	
  you	
  are	
  ac9ng	
  on	
  your	
  
understanding	
  of	
  right	
  from	
  wrong	
  	
  

*	
  Stephen	
  L.	
  Carter.	
  Integrity.	
  BasicBooks	
  –	
  A	
  division	
  of	
  Harper	
  Collins	
  
Publishers,	
  1996.	
  ISBN	
  0-­‐465-­‐03466-­‐7	
  
h9p://www.stephencarterbooks.com/books/nonfic[on/integrity	
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Reflect	
  Ethics	
  

•  What	
  is	
  [your]	
  intent	
  in	
  [your	
  proposed	
  ac[on]?	
  
•  Who	
  is	
  the	
  stakeholder	
  being	
  served?	
  
•  How	
  would	
  this	
  stakeholder	
  view	
  my	
  ac[ons	
  and	
  interpret	
  my	
  

intent?	
  
•  Would	
  they	
  feel	
  grateful,	
  neutral	
  or	
  resen{ul?	
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"When	
  engaged	
  [in]	
  `world-­‐fixing,'	
  one	
  needs	
  to	
  `[derive	
  their	
  
methods]	
  through	
  constant,	
  cri[cal	
  reflec[on	
  on	
  the	
  goals	
  of	
  
research	
  and	
  the	
  research	
  ques[ons,'	
  understanding	
  not	
  only	
  
the	
  problems	
  to	
  be	
  solved,	
  but	
  the	
  poten[al	
  effects	
  on	
  all	
  
par[es	
  involved."	
  

A.	
  Markham.	
  Method	
  as	
  Ethic,	
  Ethic	
  as	
  Method:	
  A	
  Case	
  for	
  Reflexivity	
  in	
  Qualita[ve	
  ICT	
  Research.	
  
Journal	
  of	
  Informa[on	
  Ethics,	
  15(2):37–55,	
  2006.	
  



EXISTING	
  ETHICAL	
  NORMS	
  

D.	
  Di9rich,	
  M.	
  Bailey,	
  and	
  S.	
  Dietrich.	
  Building	
  An	
  Ac[ve	
  Computer	
  Security	
  Ethics	
  
Community.	
  Security	
  Privacy,	
  IEEE,	
  9(4):32–40,	
  July/August	
  2011.	
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DHS	
  S&T	
  AND	
  THE	
  MENLO	
  REPORT	
  

•  DHS	
  Working	
  Group	
  on	
  Ethics	
  in	
  ICTR	
  
–  Inaugural	
  workshop	
  May	
  26th-­‐27th,	
  2009	
  in	
  Washington,	
  DC	
  
–  Lawyers,	
  Computer	
  Scien[sts,	
  IRB	
  Members,	
  Ethicists	
  

•  Goal:	
  Create	
  an	
  updated	
  Belmont	
  report	
  for	
  the	
  
field	
  of	
  ICTR	
  

•  Published	
  in	
  Federal	
  Register,	
  Dec.	
  2011	
  
–  Revision	
  based	
  on	
  comments	
  delivered	
  May	
  2012	
  

–  “Companion	
  to	
  the	
  Menlo	
  Report”	
  nearing	
  comple[on	
  

–  Engaging	
  Industry,	
  other	
  USG,	
  IRB	
  community,	
  …	
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THE MENLO REPORT 
Belmont	
  Principle	
   Menlo	
  Applica:on	
  

Respect	
  for	
  Persons	
    Iden[fy	
  stakeholders	
  
 Informed	
  consent	
  

Beneficence	
    Iden[fy	
  poten[al	
  benefits	
  and	
  harms	
  
 Balance	
  risks	
  and	
  benefits	
  
 Mi[gate	
  realized	
  harms	
  

Jus[ce	
    Fairness	
  and	
  equity	
  

Addi[onal	
  Menlo	
  Principle:	
  Respect	
  
for	
  the	
  Law	
  and	
  Public	
  Interest	
  

 Compliance	
  
 Transparency	
  and	
  accountability	
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D.	
  Di9rich	
  and	
  E.	
  Kenneally	
  (editors).	
  The	
  Menlo	
  Report:	
  Ethical	
  Principles	
  Guiding	
  Informa[on	
  
and	
  Communica[on	
  Technology	
  Research,	
  December	
  2012.	
  
h9p://www.cyber.st.dhs.gov/wp-­‐content/uploads/2012/09/	
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STAKEHOLDER	
  ANALYSIS	
  
•  Primary	
  Stakeholders	
  

“Those	
  ul[mately	
  affected	
  [either	
  posi[vely	
  or	
  
nega[vely]”	
  

•  Secondary	
  Stakeholders	
  
“Intermediaries	
  in	
  delivery	
  [of	
  the	
  benefits	
  or	
  harms]”	
  

•  Key	
  Stakeholders	
  
“Those	
  who	
  can	
  significantly	
  influence,	
  or	
  are	
  important	
  
to	
  the	
  success	
  [or	
  failure]	
  of	
  the	
  project”	
  	
  

D.	
  Di9rich.	
  FAQ	
  on	
  Kelihos.B/Hlux.B	
  sinkholing,	
  March	
  2012.	
  	
  h9p://www.honeynet.org/node/836	
  

Di9rich,	
  Leder,	
  and	
  Werner.	
  A	
  Case	
  Study	
  in	
  Ethical	
  Decision	
  Making	
  Regarding	
  Remote	
  Mi[ga[on	
  of	
  Botnets.	
  In	
  Proceedings	
  of	
  the	
  14th	
  Interna[onal	
  
Conference	
  on	
  Financial	
  Cryptograpy	
  and	
  Data	
  Security,	
  FC’10,	
  pages	
  216–230,	
  Berlin,	
  Heidelberg,	
  2010.	
  Springer-­‐Verlag.	
  

Di9rich,	
  Bailey,	
  and	
  Dietrich.	
  Towards	
  Community	
  Standards	
  for	
  Ethical	
  Behavior	
  in	
  Computer	
  Security	
  Research.	
  Stevens	
  CS	
  Technical	
  Report	
  2009-­‐1,	
  
20	
  April	
  2009	
  

Di9rich,	
  Bailey,	
  and	
  Dietrich.	
  Have	
  we	
  Crossed	
  the	
  Line?	
  The	
  Growing	
  Ethical	
  Debate	
  in	
  Modern	
  Computer	
  Security	
  Research.	
  In	
  (Poster	
  at)	
  
Proceedings	
  of	
  the	
  16th	
  ACM	
  Conference	
  on	
  Computer	
  and	
  Communica[on	
  Security	
  (CCS	
  '09),	
  Chicago,	
  Illinois	
  USA,	
  November	
  2009	
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KELIHOS	
  SINKHOLE	
  FAQ	
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ANATOMY	
  OF	
  A	
  “SUCCESSFUL”	
  TAKEDOWN?	
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ACTING	
  ON	
  THE	
  RANGE	
  OF	
  THE	
  MOMENT	
  

	
  “a	
  lot	
  of	
  people	
  …	
  are	
  frustrated	
  and	
  angry	
  and	
  they	
  want	
  to	
  
kick	
  some	
  bad-­‐guy	
  ass.	
  that	
  in	
  itself	
  is	
  great,	
  unless	
  it	
  leads	
  us	
  
to	
  range-­‐of-­‐the-­‐moment	
  thought	
  and	
  ac[on,	
  such	
  as	
  taking	
  
down	
  botnets.	
  can	
  we	
  uplevel	
  this	
  discussion	
  -­‐-­‐	
  talk	
  about	
  
strategic	
  teamwork	
  that	
  would	
  have	
  a	
  las[ng	
  impact	
  on	
  bad-­‐
guy	
  profits?”	
  

	
  Paul	
  Vixie	
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KELIHOS	
  (HLUX)	
  “B”	
  SINKHOLE	
  
•  March	
  21,	
  2012	
  

•  Dell	
  SecureWorks,	
  CrowdStrike,	
  Kaspersky,	
  and	
  the	
  
Honeynet	
  Project	
  	
  
–  Kelihos.B/Hlux.B	
  botnet	
  takedown	
  
h9p://honeynet.org/node/833	
  	
  

–  Statement	
  about	
  Ethics	
  in	
  Computer	
  Security	
  Research:	
  
Kelihos.B/Hlux.B	
  botnet	
  takedown	
  
h9ps://honeynet.org/node/834	
  	
  

–  FAQ	
  on	
  Kelihos	
  .B/Hlux	
  sinkholing	
  
h9p://www.honeynet.org/node/836	
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Kelihos	
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Hours	
   Rate	
   Cost	
  

36	
   $300/hr	
   $10,800	
  

72	
   $150/hr	
   $10,800	
  

108	
   $100/hr	
   $10,800	
  

Bots	
   Rate	
   Cost	
  

108,000	
   $200/10K	
   $2,160	
  

108,000	
   $400/10K	
   $4,320	
  

108,000	
   $1K/10K	
   $10,800	
  

Cost	
  to	
  replace	
  Kelihos	
  in	
  24	
  hours	
  

Compara[ve	
  cost	
  to	
  ini9ate	
  sinkhole	
  



CASE	
  STUDIES	
  AND	
  OBSERVATIONS	
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Bredolab	
  
•  A.k.a.,	
  Harnig	
  (possibly)	
  
•  First	
  reported	
  mid-­‐2009	
  
•  Dropper	
  framework	
  for	
  installing	
  other	
  malware	
  

–  	
  Zbot	
  (a.k.a.,	
  Zeus),	
  SpyEye,	
  TDSS,	
  HareBot,	
  Blakken	
  (a.k.a.,	
  Black	
  
Energy	
  2)	
  

–  Uses	
  fast-­‐flux	
  DNS	
  to	
  spread	
  infected	
  machines	
  across	
  many	
  C&C	
  
servers	
  

•  Dutch	
  federal	
  police	
  take	
  over	
  143	
  controllers	
  on	
  Oct.	
  25,	
  
2010	
  
–  Used	
  infrastructure	
  to	
  push	
  warning	
  program	
  

–  Over	
  100,000	
  followed	
  link;	
  55	
  complaints	
  filed	
  
–  Infrastructure	
  ac[ve	
  again	
  within	
  months	
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Coreflood	
  
•  First	
  reported	
  2001	
  
•  Low-­‐profile	
  and	
  low-­‐aggressiveness	
  kept	
  botnet	
  under	
  

industry	
  radar	
  
–  Researchers	
  got	
  coopera[ve	
  ISP	
  to	
  provide	
  copy	
  of	
  a	
  C&C	
  server	
  

•  April	
  2011,	
  U.S.	
  Federal	
  court	
  grants	
  DoJ	
  ex	
  parte	
  TRO	
  for	
  ISC	
  
to	
  sinkhole	
  bots	
  
–  FBI	
  allowed	
  to	
  issue	
  “stop”	
  command	
  

–  Can	
  clean	
  up	
  with	
  “remove”	
  command	
  iff	
  permission	
  granted	
  by	
  
system	
  owners’	
  signing	
  Authoriza*on	
  to	
  Delete	
  Coreflood	
  from	
  
Infected	
  Computer(s)	
  form	
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Mariposa	
  
•  A.k.a.,	
  Rimecud,	
  Krap,	
  Pilleuz,	
  Zbot	
  

•  First	
  reported	
  in	
  2009	
  by	
  Defense	
  Intelligence	
  (zero	
  to	
  “largest	
  
botnet	
  in	
  the	
  world”	
  in	
  months?!?)	
  

•  Central	
  C&C	
  on	
  “bulletproof”	
  hos[ng	
  provider	
  
–  Access	
  concealed	
  by	
  VPN	
  
–  Commands	
  are	
  binary+encrypted	
  (not	
  readable)	
  

•  Mariposa	
  Working	
  Group	
  established	
  
–  Takedown	
  ini[ated	
  Dec.	
  2009	
  
–  900+Mbps	
  DDoS	
  counter-­‐a9ack	
  against	
  WG	
  members	
  
–  A9acker	
  accidentally	
  logs	
  in	
  w/o	
  VPN,	
  exposing	
  IP	
  
–  Intel	
  given	
  to	
  Spanish	
  police;	
  arrests	
  follow	
  in	
  Spain,	
  Slovenia	
  

37	
  
Copyright	
  (C)	
  2010,	
  2014,	
  David	
  Di9rich,	
  Katherine	
  

Carpenter.	
  All	
  rights	
  reserved.	
  



Mariposa	
  
•  Update	
  (2014)	
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Waledac 	
  	
  
•  First	
  reported	
  April	
  2008	
  
•  Hybrid	
  central/proxy/P2P	
  C&C	
  hierarchy	
  

–  1024-­‐bit	
  RSA	
  self-­‐signed	
  cer[ficates	
  
–  XML+bzip2+AES-­‐128+Base64	
  

•  Microsor	
  Opera9on	
  b49	
  ini[ated	
  Feb.	
  2010	
  

–  First	
  of	
  its	
  kind	
  ex	
  parte	
  TRO	
  to	
  take	
  277	
  domains	
  
–  All	
  bots	
  sinkholed;	
  botnet	
  abandoned	
  
– Microsor	
  given	
  ownership	
  of	
  domains	
  under	
  default	
  
judgment	
  in	
  Oct.	
  2010	
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Kelihos	
  
•  A.k.a.,	
  Hlux,	
  Darlev,	
  Waledac,	
  Trojan	
  Nap	
  

•  First	
  reported	
  Dec.	
  2010	
  
•  Re-­‐write	
  of	
  Waledac	
  

•  Kaspersky	
  Labs	
  developed	
  sinkhole	
  capability,	
  bypassing	
  
C&C	
  protec[ons	
  

•  Sep.	
  26,	
  2011,	
  Microsor	
  Opera9on	
  b79	
  ini[ated	
  
–  Again,	
  ex	
  parte	
  TRO	
  takes	
  

out	
  domains	
  

–  Kaspersky	
  sinkholes	
  
all	
  infected	
  bots	
  

•  Sinkholed	
  again	
  in	
  
2012	
  &	
  2013	
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Zeus,	
  SpyEye,	
  Ice-­‐X	
  

•  A.k.a.,	
  Win32/Zbot	
  

•  Zeus	
  first	
  appeared	
  2008	
  	
  
–  SpyEye	
  merged	
  with	
  Zeus	
  

–  Not	
  just	
  one	
  botnet!	
  (Sold	
  as	
  package)	
  
•  June	
  12,	
  2012	
  Opera9on	
  b71	
  

–  Microsor,	
  Kyrus	
  Tech,	
  Financial	
  Services	
  ISAC,	
  Na[onal	
  Automated	
  
Clearing	
  House	
  Associa[on	
  (NACHA)	
  file	
  complaint	
  against	
  39	
  “John	
  
Doe”	
  defendants	
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Cri[cism	
  of	
  Zeus	
  Takedown	
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Z.	
  Zorz.	
  Microsor	
  Citadel	
  
takedown	
  ul[mately	
  
counterproduc[ve,	
  June	
  2013.	
  
h9ps://www.net-­‐security.org/	
  
malware_news.php?id=2514	
  

B.	
  Foster.	
  Three	
  Reasons	
  Why	
  Botnet	
  
Takedowns	
  are	
  Ineffec[ve,	
  November	
  2013.	
  
h9ps://blog.damballa.com/	
  archives/2195	
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Citadel	
  
•  Variant	
  of	
  published	
  Zeus	
  code	
  
•  June	
  6,	
  2013,	
  Opera9on	
  b54	
  	
  

–  Microsor,	
  FBI	
  

–  1,400	
  botnets	
  disrupted	
  
–  Responsible	
  for	
  over	
  $500,000,000	
  in	
  losses	
  

43	
  

According	
  to	
  Swiss	
  security	
  expert	
  Roman	
  Hüssy	
  who	
  runs	
  the	
  Zeus,	
  SpyEye	
  and	
  
Palevo	
  Trackers,	
  the	
  ac[on	
  effected	
  by	
  Microsor	
  in	
  conjunc[on	
  with	
  the	
  FBI	
  and	
  
several	
  industry	
  partners	
  has	
  inflicted	
  considerable	
  damage	
  to	
  his	
  and	
  other	
  
researchers'	
  efforts.	
  […]	
  "The	
  problem	
  with	
  cybercrime	
  is	
  that	
  it	
  can't	
  be	
  solved	
  with	
  
doing	
  takedowns.	
  It's	
  only	
  possible	
  to	
  solve	
  this	
  issue	
  by	
  implemen[ng	
  legisla[on	
  
related	
  to	
  cybercrime,	
  enforce	
  them	
  by	
  ge�ng	
  bad	
  actors	
  arrested	
  and	
  
implemen[ng	
  security	
  by	
  design	
  on	
  different	
  layers,"	
  says	
  Hüssy,	
  adding	
  that	
  even	
  
though	
  Microsor's	
  opera[on	
  might	
  have	
  partly	
  reached	
  its	
  goal,	
  the	
  result	
  is	
  only	
  
temporary.	
  	
  	
  	
  	
  	
  	
  	
  	
  Source:	
  h`ps://www.net-­‐security.org/malware_news.php?id=2514	
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SpyEye	
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Conclusion	
  

•  We	
  should	
  work	
  together	
  more	
  instead	
  of	
  
figh[ng	
  with	
  each	
  other	
  

•  Advisory	
  body	
  to	
  evaluate	
  risky	
  CS	
  opera[ons	
  
before	
  and	
  arer	
  individuals,	
  companies,	
  or	
  
researchers	
  take	
  ac[ons.	
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CONTACT	
  

•  Dave	
  Di9rich	
  
University	
  of	
  Washington	
  
di9rich	
  @	
  uw.edu	
  
h9p://staff.washington.edu/di9rich/	
  

•  Katherine	
  Carpenter	
  
carpenter.katherinej	
  @	
  gmail.com	
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